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On the synthesis and analysis of protection systems

Lawrence Snyder

Department of Computer Science
Yale University

10 Hillhouse Avenue
New Haven , Connecticut 06520

Abstract :

The design of a protection system for an operating system is seen

to involve satisfying the competing properties of richness and integrity .

Achieving both requires the interplay of analysis and synthesis. Using

a formal model from the literature , three designs are developed whose
I

integrity (with the help of the model) can be shown.
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ON THE DESIGN AND SYNTHESIS OF PRo’r1~cT1oN SYSTEMS

1. In t roduc tion

In an enumeration of the many properties that a protection system

should have , two distinguish themselves as being especially import3nt:

richness - the property of admitting a complex variety of

sharing relationships ,

i n t eg r i t y  - the proper ty of guaranteeing tha t the protection

system cannot be compromised even in the most

hazardous of circumstances .

Both properties are important —- a rich system with dubious integrity is

unacceptable , and vice versa. But how are they both to be attained?

It is a difficult task because the two properties are contradicting .

For every feature , restriction, exception , etc., added to achieve richness

dur ing the syn thesis phase of design , a complication is introduced into the

ana l y s i s  phase of validation . We believe that, traditionally, there has

been too much emphasis on synthesis at the expense of analysis. This part-

ly explains why clever systems are so often compromised . It is the purpose

of the present report to show how analysis can be used to guide synthesis.

Firs t the theoretical model w i l l  be introduced fo l lowing  11). The

mode l is grapliic..il and quite intuitive . In [1) the model was studied in

some depth and several important properties were proved. These are cx-

p l a i n cd  in sect ion 3. Then in section 4 there are presented three b~isic

protect ion system designs based on the model. F ina l ly , in section 5 t l i ~

wc ~ rk is di ~; :u ~;~~~d t o q e t l i t r w i t h  addit  tona l  research di iec tions .

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _  

• 
_ _ _ _ _  _ _ _  

_ _ _ _
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2. Graphical £‘Iodel of The Take-Gran t ~ystem

In this section the Take—Grant protection model of [1] is described

*
(with some modifications ) .  In order to focu s on the role that the model

p lays in synthesizing protection systems , the Take—Grant system wil l  be

presented in purely forma l ( though quite intui tive) terms in this section

and the in terpre tation as a protection model will be postponed unti l  the

next section.

The state ofT a Take-Grant Protection system is a directed , edge

labelled graph called a protection graph. There are two types of vertices

in the protection graph , subjects and objects . (Notationally, filled cir-

cles , ~~, will denote subjects , unf i l l ed  circles, a , will denote objects ,

and crossed circles , • , will denote either subjects or objects .)  The

labels on the edges are called ri ghts and are either {t}, {g}, {t,g} where

“t” and “g” are mnemonic for “ take’ and “ grant. ’ t

Example 2.1:
t g ,.

tg

~~~30
g

t

A protection ~ r a j th w i t h  three subjects and t h re e  objec ts .

* 
Fur those tam i l i a r  w i t h  the model , “ t” and “g ” l abels are used

i ,is t t .id of r ” and “ w ” , resrect~ vely . The “ ca l l”  opera tion  Ii ,~s

hccn dropped f r o m  considerat ion and “ remove ’ h~is been weakened ,

but riot m at e r i a l l y .

We w i l l  qent ’r .d ly  e l i d e  the braces .n-ound sets.
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A protec tion graph G is modified to C’ by means of rewriting rules .

Rules have the form a ~ > ~. When a matches some subgraph of G, the rule

can be applied to G , producing a new graph G ’ (the operation of applying

a rule r is written G ,—G’).
r

There are four re writing rules in the Take-Grant Model:

Take: Let x, y, and z be three distinct vertices in a protection graph G

such that x is a subject. Let there be an edge from x to y labeled

y such that “ t” c y ,  and an edge from y to z labeled a Then the

take rule defines a new graph G’ by adding an edge to the protection

*
graph from x to z labeled a. Graphically,

t a 
a

(;rant: Let x , y ,  and z be three distinct vertices in a protection qraph G

such that  x is a subject.  Let there be an edge from x to y labeled

y such that  “ g ” 
~ y and an edge from x to z labeled a. The grant

rule defines a new graph G ’ by adding an edge from y to z labeled a.

Graph ica l ly ,

Create: Let X be any subject vertex in a protection graph C and let a he

a subset of r i ghts ( i . e . ,  a = t, g or tg) . Create def ines  a new

graph C’ by adding a new vertex n to the graph and an edge from x

to n labeled a. Graphically ,  V

*
In the r u l e s , a is a variable representing any of the three

pos~~ibie  labe ls.
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X x

Remove : Let x and y be any dis t inct  vertices in a protection graph G

such that x is a subject. Let there be an edge from x to y • -

labeled y ,  and let a be any subset of rights . Then remove

defines a new graph G’ by deleting the a labels from y. If

y becomes empty as a result, the edge itself is deleted .

Graphically ,

y y-cr
)~ => •

x y x y

Notice that in the case of take and gran t if the edge which is

to be added already exists, the label a is simp ly unioned w ith

the label presently assigned to the edge.

I
Example 2 .2 :  Let G be

tg t

.1
g~~ ~~ g

C F 
take :

- • • V • - - --•~~~~~~~ • • • - - •-—-- ~~~~~~~~~~~~~ - • V  _______________  _ _ _ _
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tg t

crc~A t e  I ‘\ t
S U b je c t  t 

~ 

g

n

x y t
1 21  

___  __________

remove tg r

12 • 5 i~ that  tw~ ve r t ices , p and q,  are connected if there is path l tv. ;en

~1it ~ w i t h o u t  re t a r d  to d ir e ct i o n a l i ty .  The ver t ices  j ’ and q are

;c. t C tin • t e .! f they are connected by a p at h  whose ver t ices  ax o~ i

: ; i x i  e ct s  . We ty t hx ~~ t t e r  v e rt l  cc~ ; p and q of graph G and a a iab c ~ t.h s

In  1 t i i i t t he i  cx sin a t ; ,~~Jutc1 c e of graphs G0
, G

1
, . . . , C such

t11 . ~~ C ~~~~ 12 ., ... ~~- c’ and in C there is  an edge f r o m  p to q

w i t  i i  lj l 1 ~i.

7 1 5  ‘1  & ; I  2.1 ( 1 1  : I t  p .  q be r u~ j e et  ver t ices  in a protect  i 1 5  q t  i t

: ; u l l l  t h a t  t h e y c i ar t L i 1 ~ f rom r to q labeled a . Then p can ci q i f  ~ and

j a x e  ~~u l ’j cct

The p x ( 1 2  i t :  q i v e  in L 2 ) ,  t n examp le s h o u id  i l l s . ;t r a t e  t h e  r s u it  .

*l :x c~ It ’ 2 . 3 :  ~ (‘Jil t t k t  q

I q t g t q

p ~~~~~
- —--

~~~~~~~
- - -- -

~~~ ~~~~
-- -  -±(- - q

t

*
Ii x U 7 1 1  1 u s’s a r e u - ed as a v i s u a l  aid t i s  f l V h c~~t t t 1 1 ’ t i l e d  l q .
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U g tg 
q

gl int /
/ t t

.
~-

---.
tg

t g tcj
p q

take 
~~~~~~~~~~~

taJ 
~

t i’g tg’~

grant

take 
~~~~~~~~~~~~~~~~~~~~~~

tg

— The r ema inde r  of th is  section may be skipped on first reading —

A block i n  a p ro tec t ion  graph C is any maximal subject connected suhgraph .

l e t p and q be s u b jec t s  and x1 , . . . , x (n~ l)  be objects such that V

p d i rec t ly connected to x
- 1 J

x . di r&’ctl y connected t e  x .
i

x d i re ct l y connected to q,

t h e n  ~ , x 1 , x2 , . . . , x , q  is a p at h .  W i t h  each such i’ath t u o c i a t e  a werd
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(aver the alp habet

—* —~ 
V~ 4~{t ,g ,  t , g )

letters correspond to edge labels in the obvious way , e.g., o > °

-
~ t t g t

it ;  represented ~iy t, and • —~ o ~~ o<  - o  ~~~~~ . is a path associated 
V

with the two words t t g t and t t g g.

Let E be the union of the regular  languages def ined by

4 ’-~ +t (t )

+ +  +
t(t)

4, .9, ÷ f~( t ) * g ( t )

-* *V 4V +( t ) * g (t)

4’ +4’ ‘-
( t)  g ( t ) *

( t )  g ( t ) *

where A liA* . A bridge between two blocks exists if from some subject  
V

p in one block t he r e  is a path with associated word in E to subject  q in

the other block .

V 

Theorem 2.2 12): Let C be a protection graph , p and q and r s u b j e c ts  such

tha t  there  is an (‘dye f rom r to q wi th  label a. Then p can a q if ar id

only if there exists a sequence of blocks B
1
1... IBK 

with p in B
1 

and q in

B and for i=l ,... ,i-l there is a bridge from B . to B . .k i’s- ).

Notice that when k=l , theorem 2 . 2  s t rengthens  theorem 2.1  to I’c “ I f  V

and only if.” V

_ __ _  - - - V -  —V V~~~~~ - V V —-.- — _ _
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I . Tnt. u ; y t t i t i o n  ot  the  2a k c ’—G r a i ;t Model

The development in  the last section was presented in gra~h—theeretic

terms and would be va l i d  in any in te rp re ta t ion  of let ters . Our goa l here

is to in t e rp re t  the let ters in protection terms .

V It  is assumed tha t  the protection system is a logically separate

en t i ty  from the operat ing system “ supervisor ” (and thus the supervisor is

sub ject to its l imitat ions like any other process) . In pa r t i cu l a r ,  the

independence of the protection sys tem allows the user to query the system

h i m s e l f  fo r  an audi t to ve r i fy  that  cer tain protec t ion  conditions h -~~ld .

‘ihe p r o t cct i o rt  g raph  is a descr ipt ion of the cur rent ly  extan t protection

r e l a t i o nsh ip s . Thus,  tile protection relationships am ong  systems e n t i t i e s

can be changed only  by the f o u r  rules . The subjects are g e n e r a l l y  thouqht

to be ‘ use r processes” or components that are “active” from a pro tec t ion

j~~i n t  of view , wh i l e  the objects are thought  of as f i les  or processes

“known ” to be secure . When a subject “applies ” a rule (notice tha t  only

subjects can “apply” the rules) it is requesting a modification of the

protection state. Take causes a user to acquire a new right over some

syst ems e n t i t y  w h i l e  gr an t  gives some right away . Create enables n y w  pro—

cesses and f i le s  to have their  protection conf igura t ion  added to tito system j
st r u c t u re  wh i l e  remove el iminates r ights .

Several impor tan t  facts should be noted about the system :

(3 .1 )  a. take and grant  do not create any new r igh t s  -— they m ‘re ly

* 

-_ _ _

Here operatinq systenu i_s the totality of the non—user programs

w h i l e  “ s u per v i so r ’ r e fe r s  to the moni tor  program.  

- V 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~ V~~~~~~~~~~~~~~~~ V~~~~~~~~ VV ~~~~~~~~~ 

_ _
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share existing rights.

b. rights, once removed , can never again be restored .

c. rights , once granted , can never be recovered (i.e., once

rights are granted away , they can be distributed by the

recipient without consulting the grantor).

tition to these obvious properties of the model, the two theorems

urther informatiom . about what is possible in the Take—Grant systems .

;pecifically, theorem 2.1 can be interpreted as saying :

“Given a collection of users that are connected , if some

user has a particular right over another user , then every

user can acquire that right.” V

:esu l t  suggests , but by no means proves (see below) , that the fake—

system is very weak . Af te r  all , how can there be any sharing among

if everyone can potentially get the objects that one user in t ended

~other? To be sa fe  it appears that users must be unconnec ted .  Mo re—

the second theorem does not give much hope , since it implies that in

to “ L u f f ” r ” aga ins t  some unwanted secur i ty  leaks there must  h at 1’
two o b j e c t s  separa t ing  the various user b locks .  But once aga n i t  is

)SS1i)lt’ ta share w i t h o u t  the potent ial  of having eveyone acqui ’ in~ the

The Take-Grant  System may be an analyzable syst em.  but i t  l a s t ’ t V

to be rich~ 
V

t would he 1 r e n , I t  ut - c to d ism i s s  the sy st em as be ing  too weak . T u e

‘i ns ; r i d  it  ‘a t  whu ~x t can happen and wha t  cannot happen.  In the  f J m d  V

the J’ T s :; I S ~ V theorems tell h o w  var ious  r i gh t  can b .e -0  u U

~~~~~~~~ V T~~~~~~~~V V V __ _ _ _
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when they can be and this is the key to designing a richer system than

would appear possible. This will  be shown in the next section. With

t he  anal ysis at hand , it is possible to know the consequences on system

inteyrity of design choices.

4. Take-Grant Sgstems Designs

In this section , three designs will be presented based on the Take-

Grant  model. Tire focus is on understanding how rich each design is (i.e., 
i 

V

w h u t  iuu form at  ion is protected and what is exposed) by employing the analysis V

C f r:’~ction 2 together wi th  the interpretation of section 3.

As ixidi c~ ted in the last section , the operating system supervisor is 
V

distinct from the protection system and is thus treated just like any

other subject  in  the system. Of course , it does have a special role of

j o i n i n g  new us~’ts to the system , managing library programs , etc., So C0fl V

~-r d e r a b l e  in t ’r us t will be directed toward urrderstandinn how it might per-

t o rn  these functions. Accordingly, the initial configuration and the

protocol followed by the operating system will be of crucial importance.

U .  I General_ to.’s of  user ~~~rocesses

Normally, a user x will be described by the protection subyrapi.

: 1 1 1 1 1  r ig that I I  r- ; h r , r r i r ig is c u r r e n t l y  ~irt I V( . 1k’ r ’e X I a the u ser  a:

li’ ‘h j t~~ t a f j  i t s .  To cr( ’atc’ a m ; Ii ~~ ~~~~~~ ~ 
( ‘ 7  i t .  cizi t wi I h~~. V 

V
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a and b, the user simply perform:; ti ;~ protect ion functions

tg /1\ tg create tg ~~~~~~~~~tg
subject y 

•~~~ ~~~~~~~~~V 
a b c with tg y a b

__________________ x

grant y take tg / tg
tg

y t a  b c

1
~ grant y take b

y \~~~~~~/ b c  
V

Such a user is called a greedy user, since he does not share.

A second genera l  user form achievable in the model are the pro ject

users, used, for example, by a group jointly writing a compiler. Here

x is the project  leader (created by the system) while y and z are projec t

workers (created by the project leader) and the graphical representation is

tg
.1

- 

V 

where y and z have created their  own f i l e s ,  as clc’es x.  Of course , y ar1d

s f i  let ;  should be gene ra l ly  avai lable to a] 1 who are work ing  on the pro-

- 
J ec - t.,  and the h a i t i enables m u t u a l  access by g r a n ti ng  y and z tak t i i qht s

V vt ’r  each 1 ‘ f j  1’ t i .
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x tg

tg/ \tg

With a take y can access z’s files and vice versa. Other general uV ;er

structures can obviously be envisioned , e . g . ,  instructor — teaching assis-

tant — students , and the reader is invited to design them.

4 . 2  Theft in the take-grant sy s tem

Notice  that according to theorem 2 . 2  y can take ri ghts to c in both

the gr eedy user and project user structures.  noes this mean that y can

tak e control of a f i le  that x wants to keep secure? Emphatically n u t !  The

reason is tha t  y cannot take control of c without x giving the rights away.

Hence , if x wishes to keep it secure , x can choose to do so. This clistinc—

V 

tiot i between what can happen and what migh t reasonable take place I ab-

l .o lut c ly  c ruc ia l  to assessing the ut i l i t y  of the take—grant  system. It can

l’o summarized as follows :

Theorem 2.2 defines exactly the protection relations

achievabl e in an a r b i t r a r y  state by means (if necessary)

of the combined effect of all system subjects. A max—

inrall y rich design with the integritu~i propert q restricts

the achjova),]e relations to those in which the creator 
V

of the information must par ticipate in its disseminati~~m .

With this distinction in mind , var ious systems designs may now be C :~~~; 7 u t , - 1 .

We avoid creating arbitrary states and focus i ius t c ’ad  on “ cont ro l  11 1 “ - v a t  en

qro~ th .

_ _ _ _ _ _ __ _ _  -
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Tire designs depend on a simple fact of the Take-Grant Model:

If x is a subject, x has no i ncoming edge labeled “t”

of “tq ” , ar id if the r ig ht s  to any subject or object

created by x can be acquired by some other  subject or

object y ,  then y can acquire the r ights  only if x (ini-

tially) grants the rights away .

Thus, subjects satisfying the “no incoming take” requirement can control

what they create. The “initially ” caveat is necessary by 3.lc since once

control is relinquished anything may happen.

In each design the operating system supervisor is the in i t i a l  :;ubjsct

in the system together with its “ service objects” , i.e., library f i l e s ,  etc.

Thus each of the fol lowing systems has as its in i t i a l  configurat ion

V 

tg

wher e  i i ;  the oj srating system supervisor and the objects are the “service 
V

objects.” Notice tha t no edges are incoming for s, so none will  ever be

m t  na I u - u - ui  (by theorem 2.2) , so no user w i l l  be able to take f rom tir e sup er—

Vj f ; d r - .

4 . 3  Modc.l 1 — ~~~~~ r~~~ng sys tem a.s communicat ions .ieen t

In th is  design the supervisor  communicates  w i t h  the systems users by

n ;earlS of an ob ject  ( thought  of , possibly ,  as a buffer) . The uaei  ~; (Vo~ 1~uri_

i cate w th  one another  by ~ eujue s  t ing t i r e  ‘~i t-r at i r rg t - y :  I n  S up & l v i  SO to

act a :;  i n ter m e d iar y .
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The protocol for introducing a new user x to the system is:

a. create subject x with q

h. c reate object b with tg -- this is the b ~fer

c. grant x tq to b

d. delete g from x.

bralthicaliy, a system with one user, x, can have a new user x ’ added as

to] iws :

V 

t(J
i 7 ~~~~~~

‘

:( ~~~~ 
~~‘b ’

- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~~~~~~~
t
~u ’
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t g/\\tg

Not ice  that t i r e  u :;er must  t rus t  the supervisor riot to perform step (a)

w i t h  g r a n t  and take and then to r et a in  the take  r ight  :;ince this we iid

enable the supe rv isor  to take a n y t h i n g  created by the user.  But if  ti~. . V

user requests an audi t  f rom the protec t ion  system as its first act of

l ’u: ;iness , i t  can be v e r i f i e d  tha t flu such right:; exist. Not ice  tha t. r io

arrows iir, incoming to a user so it can establish a subsystem with t~ V~ . -

same fea tures  a;; the overall system — —  i . e . ,  the user acts as supervisor

V t .o its subordinates .

Given the c u r ; f  iguration (when the s e r v i c e  o b j ec t s  have  been c i  ided)

x can be q iveIm r i ~l i t  a to  c ’ using the follow in I V  - r at I~5V ~ 1; ..

~~nb u’ct x -UHj’at x ’

b

a c re ,r t e  ui V t  d w i t h  tq
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SU1~~~C L S X ( V  C t s  C t  X ’

b g ran t  “ tq ” to d to b

c take “tg” to d from b

d grant “tg” to d to b’

e delete “tg” to d take “ tg ” to d from b’

I 

f grant “t” to c ’ to d V

g take “ t ” to c’ from d

Heze d acts as a receptical for the data .

In step e the operating system y ields i t s  ri ght  to possibly t~~- : i s - -; the

dJt V d and prior to step f , a paranoid x ’ could request an audi t  to v- - n  : l y  that

y i e ld s  i t s  r i ghts  and that the others have followed t i l e  protocol.

Whether or nro t  th is  design is adequate is deper:dc r z t  vs the ;~~~;

re ’r !s iremvnts  —— a ques t ion  that  cannot  be answered here . However , i t  35 1 V ~

he rio ted tha t  w i t h  t h e  supervisor a; intermedi ~ury  there could be a l ot  vi

tr a ffic. Th us , in an effort to reduce t h i s ,  a second design  is con V i d

4 4  Moth ’l 2 — ~V , , u ; c ’ :r t

here the  V~~ I a t  i r v j  system superv i sor set :; up a buf icr  (such a; V b is

r- lu s i - I  1) t V t  WI - - t i  cact i  U s c  r J V U  r .  Then the shar i  ti ’;  resluonis i hi 1 i t ie r  V s i c

placed on the  users r a t h n u ’ r  than t h e  supervisor.  In addi t ion , the u n I  u i  —

v is or  must  r e t a i n ;  g r a n t  rights O V C I  a l l  of tire u ; t  i s  in order to eS~ j~~h

lie comniun j (V at  I uni . 
V

The ; r ot  U a i  I for  i n t r o d U c i n g  new user ; ;  assuming x
1 

, . . . , x ai reV i y

eXj;,t~ i s :

- V - ~~- L~~~_ - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -
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a. create subject y with  “g ”

b. create object b1 
with  “ tg ”

c. grant “tg” to b1 to y

d. grant  “tg ” to b1 to x1 
—

deletee.  tg t o b
1

f .  create object b with “ tg ”

g. grant “tg” to b to y

h.  grant “tg” to b to x
n

i. delete “tg” to b
n

The fo l lowing conf igura t ion  results when y is added and x
1 
and x

2 
C V ’ 1 St ~~

/“~~~~~~~~~~~~~~~~~~~~~~~~~~b~~~~~~\

(‘ominunication among users is a simp le  task and is l e f t  as an exerci ;e.

The des iqni  may reduce the var iable  cost by e l i m i n a t i n g  corrlmuni a tt i o n

t i a l u i c , hu t  i t  I,aise: ; the overhead of the supervisor tc, he pr o p or t : on a l

1.0 tu e m r u n : b , r of user;; in the system. Moreover , the p r o t e c t i o n  sy~~t e m  is

swamped wi tin information . If modest sharing among I rocl ;V 5e , is a ; (  .c ipated , V

iiiodel 3 m i g h t be p r e f e r r e d .

-_ _ _ _ _ _ _ _ _  _ _ _
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4 .5  Model 3 — The supç ~~visc r as conunw icat ions  l inkag e  agent

The obvious solution to the shortcomings of Models 1 and 2 is to

c omni ) inre  the features —- i.e., the supervisor sets up communication buf fe r s

on demand. Thus , the supervisor ’s work is proportional to the number of

users shar ing  r athe r  than the amount of sharing. Also,  only those links

that  are needed are created .

The user creation protocol for  user x is simply

a. cr’~stc subject x with  “g ”

when sha r ing  be tween  subjects  x and y is required , the protocol for the

supervisor is

a. cre a te  object b wi th “ tg ”

b. g ran t  “ tg ” to be to x

c. grant “ tg ” to b to y 
V

d. delete “tg” to b.

A sample configuration among four users with two of them shar ing m iqh t  he :

g 
g

The c om m u n i c a t i v n r  protocol for the users  is obvious . Notice also I it  the

users migh t  request an audi t  011C C the object b has been created. M; reovcr , V

in  t h i n ;  scheme (ar id in the  o ther  models as we l l)  any user  can clecid to

iSol ul t iii r n - e l I i ig u ly by per fermi rig delete. But by 3. lb , he does o in

ii e d J  1. ,it Uiu ’ r I t ;h  of perpetual isolation .

V 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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S. Discussion

The three models in the last section do not exhaust the

possible designs , nor do they represent necessarily good designs. The

appropriateness of any particular design is contingent on the system ’s 
V

requirements and these are for the designer to assess . They do show V

some altern atives with a certain degree of richness.

The point to be emphasized , however, is that the formal Take

Grant  Model provides a means of guiding the synthesis of a design ari d

it enables analysis of the result. For example , in the forgoing models

rio user is ever al lowed by the operating systems supervisor to have

an incoming edge labeled by t since this would allow the p otent ia i  uf

having rights taken without  the user ’s participation . Should a use::

decide that it desires such rights over its own subsyst ems , ( i .e .  the

ability to steal) , then it can create them in this manner .  If it i;

less interventionist than that it could create subsystems after moduVls

1—3. In any case the fact that the system has been analyzed and

(Vtiaracterized enables everyone to know the potential  consequence:; o

t h e i r  actions . V

j
Finally, it should be noted that the Take-Grant Mode l is not

necessary being advocated here , although it does al l ear to he US ( V IU .
What is being advocated is t h e  use of some iV orr fla l mad - I in which V

I n f o rm . n ti err s u c h  .1;; that em bodied in Theorems 2. 1 ~~id 2 .2 11; known .

Thin , seems the onl y possible way to achieve i n t e g z i t y .

Au V Y I V r  iin; ;l y, a ;  f u t u r e  1 C : V V uI r V I V t I  d i r , ;  t 1 V I S V  t i ,  f o h l e w i r i g  a n i  h

I:

- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
_  

A_j
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— Assess the designs discribed here from a richness and an

efficiency of implementation viewpoint

— Find alternative designs within the Take Grant Model to achieve

even greater  richness

— Find extensions to the Take Grant Mode l wh ich are more exprc ssive V

with a greater number of rights and/or rules.

- Find alternatives to the Take Grant Model to remedy problems not

curable in the forgoing approaches.

~1
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